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Scenario 1
Technology and IT (e.g. materials, processes,
production organization, IT)

responsible for any use which may be made of the information contained therein.
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Leakage of personal data, creating
strong passwords, password
organizers

responsible for any use which may be made of the information contained therein.

- This materi al is created in the framework of BRAII
AGREEMENT 2020-1-PL01-KA204-081805. This project has been funded with support from the European
Commission. This publication reflects the views only of the author, and the Commission cannot be held
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Let us get into a circle Thenstart out by saying
your name and an IT related word that begins
with the same letter. Eg. Adam AEpllcatlo_n
Btar§(ek Banner, Celine Cookies,Darek Domain
etc.

Then the next person does theirs, plus yours
Thenthe third %?(_son doestheirs,the a S O 2
and the T A Ndameaad an IT related word. It
then moves on down the line, so that the last
Berson has to do everyonewith in the group.

Ifferent variationsof this canbe playedbut it Is
greatfor getting the group to know one anothet
andthe names
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Introduction

The Internet has become a
determining factor for the
developmentof today's society It
has been used as the main means
for the interaction of people and
computers,exchangingnformation
and promoting the rapid
transmission of experiences and
knowledge regardless of
geographidocation
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Introduction

From its beginningsin the 196GCs to the
present day, the Internet has been a
¥ fundamental ingredient for technological
., development, education, communications,
medicine, science, art and practically all
disciplinesand professionsin a globalized
world. Althoughinitially it wasintendedfor
military use, its benefits were radically
extendedto practicallyanyfield.
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Commercas another spacein whichthe internet hasmanagedto havea positiveimpact, both
for the sellerandfor the buyer. Largesupermarketsand chainstores,in additionto havingtheir
points of sale,havedevelopedplatformsfor online salesmanagingo lower somecostssuchas
salesstaff and locations,for example Electroniccommerceallowscompaniesto crossborders
without the need to be physicallyin one place This has resulted in businessefficiency and

openedup new avenuesof trade.

Introduction
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Introduction

In addition, electronic commerce is no
longer exclusiveto the big brands The
versatility of the businesshasallowedsmall
and mediumsized companies to also
venture into the business, and social
networks have made an interesting
contributionto this dynamic
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Introduction

The internet is therefore today a global
meansof communicationthat allowsus to
Interact in different spaces From
communicatingthrough a video call or a
chat with another person thousands of
kilometers away, accessing quality
education in institutes and universitiesin
different parts of the world, buying
products or services online, reading
newspapersmagazinesor books,listen to
music, watch movies,or interact on social
networks This,to mention just a few of the
manypossibilitiest offersus.
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It Is In our hands to
make a rational and
objective use of a tool
as powerful as we
would like it to be.

The way in which the
Internet has evolved
since Its Invention IS
fantasticand it haslet us
see that it will continue
to evolve so fast that it
will not ceaseto amaze
us.
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Fake news - that is, searching the Internet, verifying information
provided by the media.
Fake News Flipchart

Materials

telephones/tablets/laptops with Internet access, overhead projector, pens, markers, flipchart, ticky notes, A4
sheets of paper

Directions

The presenter writes down the term "FAKE NEWS" in the middle of the flipchart. Distribute 3 Post-it notes to the
participants and ask them to write down their associations with the term and glue them to the flipchart. Read out
the written associations, grouping them together if possible. Discuss each association and compare it with the
definition of fake news (appendix below).

Appendix

The term "Fake news"

Fake news is "untrue, false news, usually spread by tabloids in order to cause sensation or to defame someone
(usually a politician)". The Cambridge Dictionary says it is (translated) "false stories that appear to be news,
disseminated on the Internet or through other media, usually created to influence political views or as a joke."
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Fake news - that is, searching the Internet, verifying information
provided by the media.
Fake News Flipchart

The term "fake news" is a neologism and is difficult to place in a definitional framework. It denotes media news
that is neither true nor false at the same time and is based on disinformation, often including true parts. Fake
news is usually based on disinformation or a joke, often containing true elements. Fake news can pretend to be
real information, articles, social media posts, memes, etc. They can be created with a variety of intentions, from
deception, to tools of propaganda, to create sensationalism, to a joke.

Fake news is "a manipulation of facts, eagerly used by journalists whose aim, while preparing a publication, is to
arouse as much interest in the topic as possible, and not its conformity with reality.

The Internet is currently the most popular source of communication. However, the content published on it should
be approached with caution. The IAB study "Disinformation in the Web. Analysis of the credibility of information
channels" shows that social media are the leader in spreading fake news. In second place are internet portals.

Types of fake news:

total untruth - the information provided is fabricated, contradictory,

the truth is disputable - facts are presented selectively or in the right context, which results in misleading the
recipient,

guote manipulation - the statement is placed in the appropriate context or sentences or their fragments are
removed, which changes the sense of the statement, and consequently supports the specific thesis.
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Fake news - that is, searching the Internet, verifying information
provided by the media.
Fake News Videos

Materials
telephones/tablets/laptops with Internet access, overhead projector, pens, markers, flipchart, ticky notes, A4
sheets of paper

Directions

Using an overhead projector, the presenter shows short films on what fake news is and how to recognize it.
How false news can spread - Noah Tavlin (English, subtitles available in other languages)
https://www.youtube.com/watch?v=cSKGa_7XJkg

How to choose your news - Damon Brown (English, subtitles available in other languages)
https://www.youtube.com/watch?v=qg-Y-z6HmRQgl

Introducing to the group the elements thanks to which one can recognize fake news, distinguish it from real
information (appendix below).

Appendix
INTERPRETATION OF SOURCE MATERIAL.:
- pay attention to emotional language, brutal descriptions

- be aware of your own bias
- ask guestions about the material (who is the author? is the message consistent? do other sources confirm the

information? etc.)
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Fake news - that is, searching the Internet, verifying information
provided by the media.
Fake News Videos

- pay attention to whether the pictures used are set in a real context

verify the credibility of the website - is the URL correct and leads to the correct, genuine website

- check the date and timeliness of the information

- verify the author - if he/she is credible, what are his/her goals and intentions, if he/she has already published
other materials online

- check if images do not look strange or have not been manipulated - this can be done e.g. by using the reverse
image search option available in search engines

FAKE NEWS - GENERAL RULES:

They are dominated by images/photos and short text.

The message is strongly emotionally charged: it uses hate speech, shows violent, moving scenes and images.
Often pretends to be first-hand.

They use generally known truths and beliefs.

They often show half-truths, misrepresent facts in such a way that it is impossible to know where verified information begins and
where it ends. They are based on the assumption that a partial truth confirms the truth of the whole.
Sometimes they describe true events but change their context.

They almost always include pictures or videos to help increase coverage quickly.

They don't communicate that the information given may not be certain.

They avoid nuance and different points of view.
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Whatcanyoutell me aboutonline privacy?
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The definition of online privacy is the level of
privacy protection an individual has while
connectedto the Internet. It coversthe amount of
online securityavailablefor personaland financial
data, communications,and preferences Internet
privacy is important becauseit givesyou control
over your identity and personal information.
Without that control, anyone with the intention
and meanscan manipulateyour identity to serve
their goals, whether it is selling you a more
expensivevacationor stealingyour savings
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The importance of passwords

Passwords are the key that opens the door to the use of all our services. If our passwords
are exposed, cybercriminals could be able to use them to enter them and impersonate us,
make payments in our name, chang]e or access other types of information or other people,
among other things, so it is advisable to take a series of measures for our protection.
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A password must be strong, with a
minimum of 8 characters and be
composed of:

L LIISNDFas o!l's .z |
b dzYo SNBE o6mMZI HI o0X0
[ 26SNDFaAS 61X o0 O
-Special characters ($, &, #...)
]\ o | 102l s L2l s rtisimportant to use passwords that are
|y M- _][ not easy to guess. For example:
i Y password: GMHONPCTY HEXT GljgSNIe@é s
[0 2B =M% ] yrySaz oANIKRI2az S30X
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The importance of
passwords

Passwordsshould not be shared with anyone, a
passwordmust belong exclusivelyto the user who
createsit and only be used by the user. Sharingit
will makeusvulnerableand evenmore soif the way
In whichwe shareit is a messagingetwork suchas
(WhatsApp, Telegram, Facebook), since the
Information is stored on the servers of these
services
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The importance of
passwords

Tryto avoidusingthe samepassword
for all servicesat all costs, sinceif a
cybercriminal gets hold of that
password,they will be able to access
all of them.
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The importance of
passwords

Changegyasswordgeriodicallyand not a permanent
one forever. A good way to remember when we
shouldchangeour passwordss to keepin mind the
seasonsof the year. A passwordchangefor each
station, so it would always be updated every 3
months
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The importance of
passwords

Asadviceto all the large number of passwordghat
would haveto be managedn caseof havingone per
service there are passwordmanagerghat makelife
easierwhenit comesto rememberingthem all.
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2-step authentication

Sometimeshavinga passwordis not enough,no matter how strong it may be, or after
followingall the previoussteps

Cybercriminalsould get hold of them through different techniquessuchas "phishing"or
somevirusesdesignedor this that we will seelater.
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2-step authentication

Thatis why manyservicesalreadyoffer two-step authentication With this method we will
useour servicepasswordn the normalwayandthen it will askusto adda secondcode

Themost commonway to receivethis codeis to receiveit asan SMSto our Smartphone,
althoughit canalsobe a phone call through a machineor by havinga serviceapp that
activelychangedhe codesevery5 minutes

*\'_%%%U FF@ ) X ’

ENGO Eoro_gi%rfénsrmfac.ién




2-step authentication

Clearlythe servicehashadto If at any time you find
be previously configured to yourself with an aftempt to
link our smartphoneto it and accessyour accountbecause

you have received the
double authentication code
and it was not you, you
shouldconsiderchanginghe

receive the codes In this
way,  even If the
cybercriminal obtains your
password, they will not be ler _
able to acceSsthe service ][oass_vvc_)rdas it Iis very likely
since they will need this Reset Password hat it is no longer a secure
secondcodeto enter. key.

Confirm New Password
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Whatis Spying snooping?
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When you are online, you are spied by a number of

trackersfor variouspurposes Trackerkeepa record of

your searchhistory and track all your online activities
through various means This provides them a clear
picture of who you are and your interests, which is a

breachof online privacypolicy and makesyou a public
property. Most of the time, this tracking is for

advertisementpurposesonly and it allows advertisers
to showadsaccordingto your taste and interests But
sometimesthis information is usedby cybercriminaldo

carryout unauthorizedand illegalactivitiesriskingyour

onlineexistence
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Before providjingyour per onaldata ou must analyzewho is askingyou for it? what do
you heedthis Information fors y y ay

Theipformation that youw Il hayeto growde for example,to %ontractahbafnkaccoun IS
nott e&ameast at of SCI‘I n ?nl’me shg}oplngwe he In the case,the

uire fPrmatl%n ? an Iyexten3| t In the secon e name,
su name deliverya dressbn INQ aaan Da mentmethodwouldbesu f|C|ent

Person
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Phishing

Phishings the identity theft of a service
or companyto try to scampeople For
example, you could receive an emall
askingyou to update your bank details
because your credit card is about to
expire In this email comes a link to
accessthis service When openingit, a
web page appearsthat is a copy of the
original,the userupdatesthe data of his
bank accountand that is when he has
fallenfor the deception
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